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Quantum Key Distribution

Quantum Key Distribution
(QKD) is a technology that can
distribute private encryption
keys between two parties with
strong security assurances
underpinned by quantum
mechanics.
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QKD in Space

Ground-based QKD

e Has limited range due to in-fibre
attenuation and atmospheric loss
e Line-of-sight limitation

Space-based QKD

e Optical beam travels further in space
(Only few tens of km of atmosphere)

* Large coverage

e Satellite is difficult to hack

[1] Reproduced from: Bedington et al., Progress in satellite quantum key distribution, npj Quantum Information 3 (2017)



Centre for
Quantum

We use CubeSat

Conventional Satellite (~ 600kg)
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Nano Satellite (cubesats) < 10kg
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The Road Map
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e Low brightness

e proofs of concepts

®e)dr=IFi=l ° Balloon, shared CubeSats.
Source e Photons all detected on board

e Full QKD-strength, tech demo
e Under development
e Photons all detected on board

¢ |[nter-satellite QKD demos
e Space-to-ground QKD demos
e Quantum satellite network
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First Space Attempt — GomX-2
e
GomX-2
E nanosatellite

Scientific Reports, Vol. 6, 25603 (2016)
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Launched on 16 Dec 2015
Low Earth orbit (LEO) 550 km with 15 degree inclination
First set of data collected 36 days after launch

Change due to temp
(Galassia) is placed in orbit at an altitude of approximately 550 km with an inclination of 15°. During a single orbit, the spacecraft internal temperature oscillates between −2 °C and 26 °C

This can be used to deduce that the liquid crystal polarization rotators have not degraded in space.

Polarization correlations (corrected for accidentals) observed in orbit on three occasions and the baseline (black) established on Earth (at 24.7 0C). Expt 1 (orange) was conducted on day 36 after launch, Expt 3 (red) on day 128 and Expt 4 (blue) on day 261. Expt 3 and 4 were conducted at a cooler temperature (approximately 15 0C) compared to Expt 1 (at 22 0C). This enabled the flexure stage holding the BBO crystal to reach a better angle for phase-matching, enhancing the brightness of the source by 1.5 times compared to Expt 1.
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The Road Map

o §

e Low brightness

e proofs of concepts

®e)gs=IEi=s ° Balloon, shared CubeSats.
Source e Photons all detected on board

e QKD-ready, tech demo
e Under development
e Photons all detected on board

¢ |[nter-satellite QKD demos
e Space-to-ground QKD demos
e Quantum satellite network



https://www.flickr.com/photos/jurvetson/15050728893

SpooQy-1
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Quantum light
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Quantum Light Source

1: laser diode 7: dichroic mirror 13,13": half-wave plate
2: prism pair 8: long-pass filter 14,14": Jiquid crystal (as a polariser)
3: fluorescence filter 9: BBO3&4 (spatial-compensator) 15,15": pps
4: half-wave plate 10: YVO4 (temporal- compensator) 16,16": interference filter
5: YVO4 (pre-compensator) 11: dichroic mirror 17,17': avalanche photodetector
6: BBO1&2 12,12": prism pair 18 : photodiode
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The Road Map

o §

e Low brightness

e proofs of concepts

®e)gs=IEi=s ° Balloon, shared CubeSats.
Source e Photons all detected on board

e Full QKD-strength, tech demo
e Under development
SJeJeJo]O)ZNM e Photons all detected on board

¢ Inter-satellite QKD demos
e Space-to-ground QKD demos
¢ Quantum satellite network
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https://www.flickr.com/photos/jurvetson/15050728893

Satellite to Satellite QKD

§: Mlice Commiztioning & fob Comminiiamng

2 Payiodd Coamimissondng
{ind IerD Fangoc Nk'\:ﬂ'.f'r'!"r"l:dtlﬂﬂ

B: Alce and Bob 2epanation

7= Primary Méslon: Quandum Koy Exchange and waricus distances

Image Courtesy of UNSW Canberra, Australia
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SPACE SYSTEMS

Email: cgtbx@nus.edu.sq
X.bai@sl5space.com
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Collaboration Welcomed

- Optical terminals

- Fine pointing ADCS
- Optical beam steering
- High accuracy position knowledge

Low Earth Orbit (400km)
ISS deployment .
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Fine pointing ~3 microra :

Active beam steering -y,
Rk 10 kg 6U CubeSat
e ADCS pointing 0.1deg
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